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Data Backup, Disaster Recovery, 6 E X
And Business Continuity Are What
We Specialize In. We Provide The

Products And Services Plus the
Experience And KnewWow To
Keep Your Business Safe.

Business Network Services, LLC
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Questions You Should Ask Any IT

Bef ore Let

Your Computer Network

There are seemingly countless IT services experience are all important. You want

providers to choose from these days, and
it can be challenging to tell one from
another. However, not all IT services
providers are created equal. Some offer
independent services, while others are
part of larger firms. Some are new to the
field, while others have been around for
years. There are also companies that put
out slick marketing to grab your

attention but make it hard to tell if they
really live up to the hype.

Wel | , wedre here to
the clutter. You want to hire someone
who knows what they

take care of your business the right way.
To do that, there are a few questions you
should ask every IT expert before you let
them anywhere near your network o to
ensure youdl |l be in

lWhatd6s Your | T Exp
Education, certifications and hands-on

to know your oexpert (
expert. Itds all too
pass themselves off as an expert when
they really have limited experience, so
you should never hire an individual or a
company without vetting them first.
After all, this person (or team) will be
handling EXTREMELY sensitive
hardware and data essential to the
operation of your
time to take risks or give someone the

benefit of the doubt.
help you cut througl

When you work with an IT services
oompanyd ar MS$Pgyouacandyenerally |
expect that the people you work with are
educated and experienced, but you

should alwaysas k. |1 tds okay
and ask them about their certifications,
hgwotdohgntdéeeydve
and how familiar they are with your
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Continued on pg.2
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Continued from pg.1
certain certifications are, feel free to ask follow-up questions.

Thereds a very good chance th o]
answer all of your questions, ru
professional who knows what t

2What és Your | T Approach?
There are different approaches to IT and network security.
You have the old-fashioned break-fix approach and you have
the modern proactive approach. The breakfix approach used
to be the staple of the IT industry & it was the business model
of just about every IT support firm in the 1990s and early
2000s. This approach is pretty straightforward: something
breaks, so you hire someone to come in and fix it. If many
things break or something complicated breaks, you could be

looking at a pretty hefty bill & not to mention the costs )
associated with downtime. and your business to make sur
needs are met and youbre gett

Today, most MSPs take a proactive approach (and if they
dondt, look elsewhere). They3>Whapds W\{iqqr f GYARAMEERP nBe g Ro

breakdt heydre already on it, mddiSodUfstyddr odde®Wo 9IS LV ET
looking for outside threats or internal issues. They use make or break your business 8 and it can make or break
advanced software that can identify trouble beforeit strikes. ~ YOUr relationship with your IT services provider. You need

That way, they can go to work, proactively protectingyour ¢t ©¢ know that you wondét be |ef

business so you avoid those hefty bills and long downtimes. 9© €S Wwrong within your networ

These are companies that are willing to collaborate with you CYber-attack, or a power surge has taken out part of your
server, the cost to your business can be catastrophic if your

I T services provider candot ge
o I .I: y ou 6 r e WO T k)ni;er)ﬁu @vetth,'thefvorﬁ itcanéet

Y t wh
| T company t ha tgabldlBes bl Bintng i shou be buit

: into their business model or, better yet, the contract they
have your fU” Confldence’ want you to sign when you hire their services. They
yOU may need to rethink should be doing everything they can to instill confidence
that theydll be there for you

t hat relations h/oirlp'qgéwith an IT company th
confidence, you may need to rethink that relationship.
Free Report: What Every Small -Business Owner Must Know About
Protecting And Preserving Their
Computer Systems

PROTECT This report will outline in plain, nontechnical English the common mistakes that many small -
YOUR NETWORK business owners make with their computer networks that cost them thousands in lost sales,
“What Every Business productivity and computer repair bills and will provide an easy, proven way to reduce or

Owner Must Know About - completely eliminate the financial expense and frustration caused by these oversights.
Protecting and

Preserving Their 'Ei Download your FREE copy today at

Network” ==

www.biz -net.com/protect
or call our office at (775) 850-7700

Operations To Just Anyone!
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The Ultimate Disaster @mnectionsdniADigital Era
Stay One Step Ahead O

Prepare yourself befor? g1 :5aS e asS b & I|uke§dZ EVX%%I’ 1k

comes to Qata backup %éﬁﬂ('lé@r\%tﬂ‘?furuK OViEN &5 xadq Sy O

(BDR), being preparedsb@gN oN® R NI2iyahaddysias trests N oEKke2

key to keep youl IUHIDSBIN(@@Q yraURREIN GBI b te 2 dzNIGBO2 Y LIS« ”

i mportant to have a diySamltier NF¥ eacsSo eedzN0 LINA OSad 0k &\zél
W

you trust, but to make‘aés&}qm’eﬁléwﬁméﬁ?esm é‘@yafsdzla/fsel
Keep this DR checkl i stiddm K&AddyRSNEGF YR K26 G2 ¢
Prior to a disaster ever occurring (and o {(GN}GS3IASa ¢2 52YAYyLGS ¢KS

unfortunately itds a méthtezryasgfiLiwhey2¥and not
if) ask yourself the following:

° 1as GS()K){szEIé a2 | ff2@& : - . - | 5 K1
Do you have a disasteér recovery.s8o0lution in_place? _ N L. . AN .
Do you AVhest was?the | ast ti\f%@ué%\jg\]Ql\bhal-dfkuuY odz}\fRélel NSfFe2yaKALA GKFG NBadzZ a
was t,&-Sotwed?onE does it takeKhkDKSNd Ogzpdig YENpm2eltueod
your current Abaw klu@en g od art i Yo 5 = =
realistically bé Whoawn ?i sl thhoggigt?Rﬂll d%dfodZN‘B GKF0O ONB t)lfsla PYRa2ylihn P epe2Ya
financial cost of d&Wher iane 9f8Ky®R§NIpQBLtR2eSSH @
disaster occurs, is therg ARsPHESNSEnCOPYRR NI AyAya FaMmByRSAYyTRI2 (SINY Io2d

SEAdoay3d SYLX28S8S5a0 ° L2dz 6Fyd G2 {y2s | o2dzi

The disaster moment has occurreditime to dzy FI YAT AL NJ &dz62S8S0Gad
walk through the following steps: CKAY3IE CKEG /!'b .8 ¢NIAYySRW 208 gAtfAy3d G2 YSSG a

Every di sasBefroiie ddoifdf@eramytthing, NRSYyR&a®
understand the underlying idzZgéya@Mdighow it may affe
yohl.s the issue local t 0o g0 NeyzMaG it e OdzRX 2 AoEs it Ly
af fect yourAHawmrfelse)sslbere’h gSNﬁﬁi\ofsorSYLJluKe
are servers/ workstation$ clj'

t
NBRAOGES 9YLI GKeyY

e ,2dz f221 G dGdKAyEa FTNRY

e DNBIiO tAaGSyAy3d alartta LISNE LSO PSS @
Recovery is what makes a BDR solution different , 2dz Lddzdi & 2 dzNBE SET aky S&2pdz)
from a si mpl ePlbaanc kowpt pyrooftifiertdla 8 K§¥3 ¢KrG /I bbhe .S ¢N‘]i‘d\£SfR)\Yausy FyR GKAG 1 FNE
recodRasyt.ore the system, t he Adata or tl)oth?m . CLRAYO 2F OASHIT Lft26Ay3
Should time be spent recevEéKbnhgoXliAksds taznd 20651 dREX S vyz0kKk Of &1 NB NI
before sysRledre mteicfoyw ecrryi?t i cal systems and e . 2MB SFNE 2F SYLIGKe& Flo

prioritizeAwratoveatye/ttaishke &b hFoouwdth LQU sKEG Oy 08 (N} A¥SRNEERFOHKE G GKSaS NI A
recoveAHofw odmlg can your frzezeloygrlgq,take?

. 3 DNBIG [A&aGSyAay3y
Select the appropaiqdte tredabeeyaydatiwpe( s)
fr oad t odtrheec cavpeprryopri ate recovery procedur e 2 dz IA0S GKSY USNDS I §8)

must be followed. Think gboyl, WHHE hy @REP raBad kad ol R A A L
best get youAﬁloIQ/oruektemrde .g o ; o V b o Fal | ljdzSas2y FyR UfF

Local virt Afidiizaet vom.t uGRS z}?“&f _olnlglc\ll‘]‘qfﬁt‘ll 8B gzl K+ QSQOKRf RS,”?d%ﬂ%?éyR jdzSas2ya Iy
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Verify the recovery and ton?PZr'mNJf’unactqonnYd\lglstRyu?uPﬁs,agqu% 4 0BT || AW 9% 7 63
usemse a recovery is veri fli&diKeofNB®Pm that it 2dz UK GKS dNES G2 NBEIL
interacts posATesvehgt woth ugdzxrbyz2s &22dpN] (O€ NSS/ (B2 |+ € & Ei\éééyi\yzlqa
connecdEnsute. all users canTabkcék$ &&IsNdurces

and applications in the ¥ir BRI O®NVIVYONINGEKRIdzE R y2igGENEOEP HZo8Y! RYS B 012 A%
gAUGK2dzi @2dzN) odzaAy Saa AyezuzdaaKgdztR 0S8 sAttAy3a G2

Restore the origilfalt hsey sotremg(isn)a,l i f needed iKSas UNJ}\'é 2 KSy @2dz &dzO
system(s) needs to be restored, decide which StSySyia 238GKSNE &2dz | NB
restoration pr ARaerses metladl wor k best.
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Leah Tobak is a Project Manager with Petra Coach.
kW‘i/E\/ittp a bagkgrgund ip puhlic relations and marketing,
"$h€6s done a lot of work
u rceistomers and prospective customers. Outside of the

corporate landscape, Leah is an international model ar

i€ khBn®Grther work in front of the camera.
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a step back and think ab
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[ Top 4 Security Certifications
You Should Have In 2021

very high demand by companies
around the world. Prerequisites
include five years experience in a
position related to CISSP (or one year
of experience plus a four-year
degree). Learn more atISC2.org/
certifications/cissp.

GIAC Security Essentials (GSEC)
Ideal for those who may not have an
extensive background in IT security
and networking but who work in an
IT security (or similar) role and want
a baseline certification. No
prerequisites. Learn more at
GIAC.org/certification/security -
essentials-gsec.

(1'sSc)i Certified
Professional (CCSP)

Ideal for those experienced in IT
security with an emphasis on cloud -
based solutions. Prerequisites for
certification include a minimum of
five years of full -time IT experience
(with three years in information
security). Learn more at ISC2.org/
certifications/ccsp .

Infosec, Dec. 22, 2020

ISACA) Certified Information
Security Manager (CISM)

Less technical and more managerial.
Ideal for those in IT and risk
management roles that are not strictly
technical. Prerequisites for
certification include five years
experience in information security
(including three years as an
information security manager). Learn
more at ISACA.org/credentialing/

M The Scientific Reason Your
Employees Value Opinions Over
Facts

The research is clear: people have a

cism. _ :
habit of putting more value on
(sc)i cCertified 1 £PLMheMi Jpther
I'tos easy! Thi s

Systems Security Professional
(CISSP)

A high -level certification aimed at
those with an extensive and
knowledgeable IT security
background. This certification is in

Ka h n e ma n-geling boeks t
Thinking, Fast And Slowand in
numerous research papers. Accepting
opinions requires less thinking than
evaluating facts.

Cloud

Data-driven companies need to take
this into account when it comes to
their teams. According to Kahneman,

some people are oty
fast thinkers, and opinions mean
more to them. Ot her

slow thinkers dthey take their time

and evaluate what they hear.
Security

Michael Schrage, research fellow at

MI'T Sl oan School ds
Business, says you
between the two types of thinking
automatically. I t s
oyou have to change
mindsets over time. His suggestion is

to incentivize analytical, fact -based
thinking and recognize employees

who take this approach. Inc., Oct. 29,

2015

[ 3 Simple Yet Effective Ways To
Boost Employee Morale

1. Focus On Mental Health. Whether
itds your own ment al

t h amentél Re@ilth of anydndoh yolre ¢ a u s
I Steafh] nfalte SukeSefefioné Has thea N i e

time and space they need to take a
break and refocus their energy. Make
sure anxiety and stress are recognized
and addressed in a positive way.

2. Be With Your Team. Simply being
present and available for everyone on
your team goes a long way. Have
regular one-on-one chats just to see
how things are going and to ask if
they need anything. When they do
need something, do what you can to
help (and be sure to follow up).

3. Recognize Your Employees.
Recognize their work and reward
them. Everyone should be aware of
the effort individuals and teams put
into their work. At the same time,
make sure they have ownership over
their work and give credit where
credit is due. Inc., Nov. 4, 2020
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