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Our Mission: To provide the 
best possible service for our 
clients using the best tools 
available today. As a business 
owner, I know you do not have 
time to waste on technical and 
operational issues. Thatôs 
where we shine! 
 

Data Backup, Disaster Recovery, 

And Business Continuity Are What 

We Specialize In. We Provide The 

Products And Services Plus the 

Experience And Know-How To 

Keep Your Business Safe.  
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           ǿǿǿΦōƛȊ-ƴŜǘΦŎƻƳ  

There are seemingly countless IT services 
providers to choose from these days, and 
it can be challenging to tell one from 
another. However, not all IT services 
providers are created equal. Some offer 
independent services, while others are 
part of larger firms. Some are new to the 
field, while others have been around for 
years. There are also companies that put 
out slick marketing to grab your 
attention but make it hard to tell if they 
really live up to the hype.  

Well, weõre here to help you cut through 
the clutter. You want to hire someone 
who knows what theyõre doing and will 
take care of your business the right way. 
To do that, there are a few questions you 
should ask every IT expert before you let 
them anywhere near your network ð to 
ensure youõll be in good hands.  

1. Whatõs Your IT Experience?  

Education, certifications and hands-on 

experience are all important. You want 
to know your òexpertó is actually an 
expert. Itõs all too easy for someone to 
pass themselves off as an expert when 
they really have limited experience, so 
you should never hire an individual or a 
company without vetting them first. 
After all, this person (or team) will be 
handling EXTREMELY sensitive 
hardware and data essential to the 
operation of your business. This isnõt the 
time to take risks or give someone the 
benefit of the doubt.  

When you work with an IT services 
company, or MSP, you can generally 
expect that the people you work with are 
educated and experienced, but you 
should always  ask. Itõs okay to dive in 
and ask them about their certifications, 
how long theyõve been doing their job 
and how familiar they are with your 
industry. And if you arenõt sure what  
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certain certifications are, feel free to ask follow-up questions. 
Thereõs a very good chance theyõll be more than happy to 
answer all of your questions, especially if theyõre a true 
professional who knows what theyõre doing!  

2. Whatõs Your IT Approach?  
There are different approaches to IT and network security. 
You have the old-fashioned break-fix  approach and you have 
the modern proactive  approach. The break-fix approach used 
to be the staple of the IT industry ð it was the business model 
of just about every IT support firm in the 1990s and early 
2000s. This approach is pretty straightforward: something 
breaks, so you hire someone to come in and fix it. If many 
things break or something complicated breaks, you could be 
looking at a pretty hefty bill ð not to mention the costs 
associated with downtime.  

Today, most MSPs take a proactive approach (and if they 
donõt, look elsewhere). They donõt wait for something to 
break ð theyõre already on it, monitoring your network 24/7, 
looking for outside threats or internal issues. They use 
advanced software that can identify trouble before it strikes. 
That way, they can go to work, proactively protecting your 
business so you avoid those hefty bills and long downtimes. 
These are companies that are willing to collaborate with you  
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òIf youõre working with an  
IT company that doesnõt  
have your full confidence, 
you may need to rethink  
that relationship.ó 

and your business to make sure youõre protected, your IT 
needs are met and youõre getting your dollarsõ worth.  

3. Whatõs Your GUARANTEED Response Time?  
This question often gets overlooked, but itõs one that can 
make or break your business ð and it can make or break 
your relationship with your IT services provider. You need 
to know that you wonõt be left in the dark when something 
goes wrong within your network. If youõre experiencing a 
cyber-attack, or a power surge has taken out part of your 
server, the cost to your business can be catastrophic if your 
IT services provider canõt get to you right away. The 
longer you have to wait, the worse it can get.  

You need to work with someone who can give you a 
guaranteed response time in writing. It should be built 
into their business model or, better yet, the contract they 
want you to sign when you hire their services. They 
should be doing everything they can to instill confidence 
that theyõll be there for you when you need them. If youõre 
working with an IT company that doesnõt have your full 
confidence, you may need to rethink that  relationship.  

This report will outline in plain, nontechnical English the common mistakes that many small -
business owners make with their computer networks that cost them thousands in lost sales, 
productivity and computer repair bills and will provide an easy, proven way to reduce or 
completely eliminate the financial expense and frustration caused by these oversights.  

Download your FREE copy today at  

www.biz -net.com/protect  

or call our office at (775) 850-7700 

Free Report: What Every Small -Business Owner Must Know About 
Protecting And Preserving Their Companyõs Critical Data And 

Computer Systems  
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The Ultimate Disaster Recovery Checklist  

Stay One Step Ahead Of Potential Disasters 
Prepare yourself before disaster strikes. When it 
comes to data backup and disaster recovery 
(BDR), being prepared for potential disasters is 
key to keep your business running. Itôs not only 
important to have a disaster recovery solution 
you trust, but to make sure you test it as well. 
Keep this DR checklist on hand. 

Prior to a disaster ever occurring (and 

unfortunately itõs a matter of when and not 

if) ask yourself the following:  

Do you have a disaster recovery solution in place? Å 
Do you trust it? Å When was the last time your backup 
was tested? Å How long does it take to recover from 
your current backup solution? Å How long can you 
realistically be down? 1 hour? 1 day? Å What is the 
financial cost of downtime to your business? Å When a 
disaster occurs, is there an offsite copy?  

 
The disaster moment has occurredñtime to 

walk through the following steps:  

Every disaster is different. Before doing anything, 

understand the underlying issue and how it may affect 

you. Å Is the issue local to one machine, or does it 

affect your entire system? Å Have files been deleted or 

are servers/ workstations down?  
 
Recovery is what makes a BDR solution different 

from a simple backup product. Plan out your road to 

recovery. Å Restore the system, the data, or both? 

Should time be spent recovering files and folders 

before system recovery? Å Identify critical systems and 

prioritize recovery tasks. Å What date/time should you 

recover from? Å How long can your recovery take?  

 
Select the appropriate recovery type(s) To get to your 

ñroad to recoveryò, the appropriate recovery procedure 

must be followed. Think about which approach will 

best get you to your end goal. Å File restore. OR Å 

Local virtualization. OR Å Off-site virtualization.  

 

Verify the recovery and confirm functionality with 

users Once a recovery is verified, confirm that it 

interacts positively with users. Å Test network 

connectivity. Å Ensure all users can access resources 

and applications in the virtual environment.  

 

Restore the original system(s), if needed If the original 

system(s) needs to be restored, decide which 

restoration process will work best. Å Bare metal 

restore. OR Å Virtual machine restore.  

 

Self-assess afterwards After itôs all said and done, take 

a step back and think about it: How well did your team 

do? What could you have done differently? Å What 

precipitated the failure? Å What ongoing issues need to 

addressed? Å What can be done better in future DR 

scenarios?  

 

For More Information , please contact 

Marco Romero at 775-850-7700. 

Leah Tobak is a Project Manager with Petra Coach. 

With a background in public relations and marketing, 

sheõs done a lot of work building relationships with 

customers and prospective customers. Outside of the 

corporate landscape, Leah is an international model and 

is known for her work in front of the camera.  
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Making & Keeping Customer  
Connections In A Digital Era  

aŀƪŜ ǘƘŜ ǾŀƭǳŜ ǘƘŀǘ ȅƻǳ ƎƛǾŜ ȅƻǳǊ ŎǳǎǘƻƳŜǊǎ ǎƻ ƘƛƎƘ ƛǘ 
ŘƻŜǎƴΩǘ ƳŀǧŜǊ ǿƘŀǘ ǘƘŜ ǇǊƛŎŜ ƛǎΦ .ŀǎŜŘ ƻƴ ǘƘŜ ŜȄǇŜǊƛŜƴŎŜǎ 
ȅƻǳǊ ōǊŀƴŘ ŎƻƴǎƛǎǘŜƴǘƭȅ ŘŜƭƛǾŜǊǎΣ ȅƻǳǊ ŎǳǎǘƻƳŜǊǎ ǎƘƻǳƭŘ 
ƘŀǾŜ ƴƻ ƛŘŜŀ ǿƘŀǘ ȅƻǳǊ ŎƻƳǇŜǝǝƻƴ ŎƘŀǊƎŜǎΦ ¸ƻǳ ŘƻƴΩǘ 
ƴŜŜŘ ǘƻ ǊŀƛǎŜ ȅƻǳǊ ǇǊƛŎŜǎΦ ¸ƻǳ ƴŜŜŘ ǘƻ ōǊƛƴƎ ǾŀƭǳŜ ŀƴŘ 
ōŜǧŜǊ ǎŜǊǾƛŎŜΦ ¢Ƙƛǎ ƛƴŎƭǳŘŜǎ ŜƳǇƭƻȅŜŜ ǘǊŀƛƴƛƴƎ ς ŀƴŘ ōŜ 
ǎǳǊŜ ǘƘŜȅ ǳƴŘŜǊǎǘŀƴŘ Ƙƻǿ ǘƻ ōǳƛƭŘ ŀƴŘ ƪŜŜǇ ǊŜƭŀǝƻƴǎƘƛǇǎΦ 

о {ǘǊŀǘŜƎƛŜǎ ¢ƻ 5ƻƳƛƴŀǘŜ ¢ƘŜ  

wŜƭŀǝƻƴǎƘƛǇ 9ŎƻƴƻƳȅ 

 ¦ǎŜ ǘŜŎƘƴƻƭƻƎȅ ǘƻ ŀƭƭƻǿ ŜƳǇƭƻȅŜŜǎ ǘƻ ŦƻŎǳǎ ƻƴ ǿƘŀǘΩǎ 

Ƴƻǎǘ ƛƳǇƻǊǘŀƴǘΥ ōǳƛƭŘƛƴƎ ǊŜƭŀǝƻƴǎƘƛǇǎ ǘƘŀǘ ǊŜǎǳƭǘ ƛƴ 
ƘƛƎƘŜǊ ŎǳǎǘƻƳŜǊ ƭƻȅŀƭǘȅΦ 

 .ǳƛƭŘ ŀ ŎǳƭǘǳǊŜ ǘƘŀǘ ŎǊŜŀǘŜǎ ŜƳƻǝƻƴŀƭ ŎƻƴƴŜŎǝƻƴǎ 

ǿƛǘƘ ȅƻǳǊ ŜƳǇƭƻȅŜŜǎΦ 

 /ǊŜŀǘŜ ǊŜƭŀǝƻƴǎƘƛǇ-ōǳƛƭŘƛƴƎ ǘǊŀƛƴƛƴƎ ŦƻǊ ƴŜǿ ŀƴŘ 

ŜȄƛǎǝƴƎ ŜƳǇƭƻȅŜŜǎΦ 

 

¢ƘƛƴƎǎ ¢Ƙŀǘ /!b .Ŝ ¢ǊŀƛƴŜŘΥ 

 !ǳǘƘŜƴǝŎƛǘȅ 

 LƴǎŀǝŀōƭŜ ŎǳǊƛƻǎƛǘȅ 

 LƴŎǊŜŘƛōƭŜ ŜƳǇŀǘƘȅ 

 DǊŜŀǘ ƭƛǎǘŜƴƛƴƎ ǎƪƛƭƭǎ  

 

¢ƘŜ м ¢ƘƛƴƎ ¢Ƙŀǘ /!bbh¢ .Ŝ ¢ǊŀƛƴŜŘΥ 

 ¢ƘŜ ŀōƛƭƛǘȅ ǘƻ ƭƻǾŜ ǇŜƻǇƭŜ 

[ŜǘΩǎ ŦƻŎǳǎ ƻƴ ǿƘŀǘ Ŏŀƴ ōŜ ǘǊŀƛƴŜŘ ŀƴŘ ǿƘŀǘ ǘƘŜǎŜ ǘǊŀƛǘǎ 

ƭƻƻƪ ƭƛƪŜΦ  

!ǳǘƘŜƴǝŎƛǘȅΥ 

 ¸ƻǳ ƭƻǾŜ ǿƘŀǘ ȅƻǳ ŘƻΣ ŀƴŘ ƛǘΩǎ ƻōǾƛƻǳǎΦ 

 ¸ƻǳΩǊŜ ǘǊŀƴǎǇŀǊŜƴǘ ς ƛŦ ȅƻǳ ƘŀǾŜ ōŀŘ ƴŜǿǎΣ ŘƻƴΩǘ ƘƻƭŘ 

ƛǘ ōŀŎƪΦ 

 ¸ƻǳ ŀǊŜ ŀǎ ŎƻƳƳƛǧŜŘ ǘƻ ǘƘŜ ǎǳŎŎŜǎǎ ƻŦ ȅƻǳǊ ŎǳǎǘƻƳŜǊ 

ŀǎ ǘƘŜȅ ŀǊŜΦ 

 ¸ƻǳ ƪƴƻǿ ȅƻǳǊ ŎƭƛŜƴǘǎΩ ǘƻǇ ǘƘǊŜŜ Ǝƻŀƭǎ  

ŦƻǊ ǘƘŜ ȅŜŀǊΦ 

 ¸ƻǳǊ ŎǳǎǘƻƳŜǊ ǎƘƻǳƭŘ ƴƻǘ ōŜ ŀōƭŜ ǘƻ ƛƳŀƎƛƴŜ ŀ ǿƻǊƭŘ 

ǿƛǘƘƻǳǘ ȅƻǳǊ ōǳǎƛƴŜǎǎ ƛƴ ƛǘΦ 
 

LƴǎŀǝŀōƭŜ /ǳǊƛƻǎƛǘȅΥ  

 ¸ƻǳΩǊŜ ŘȅƛƴƎ ǘƻ ƭŜŀǊƴ ŀōƻǳǘ ƻǘƘŜǊǎΦ 

 ¸ƻǳ ǿŀƴǘ ǘƻ ƪƴƻǿ ŀōƻǳǘ ōƻǘƘ ŦŀƳƛƭƛŀǊ ŀƴŘ 

ǳƴŦŀƳƛƭƛŀǊ ǎǳōƧŜŎǘǎΦ 

 ¸ƻǳΩǊŜ ǿƛƭƭƛƴƎ ǘƻ ƳŜŜǘ ŀǎ ǎǘǊŀƴƎŜǊǎ ōǳǘ ƭŜŀǾŜ ŀǎ 

ŦǊƛŜƴŘǎΦ 
 

LƴŎǊŜŘƛōƭŜ 9ƳǇŀǘƘȅΥ 

 ¸ƻǳ ƭƻƻƪ ŀǘ ǘƘƛƴƎǎ ŦǊƻƳ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ 

ǇŜǊǎǇŜŎǝǾŜΦ 

 ¸ƻǳ Ǉǳǘ ȅƻǳǊǎŜƭŦ ƛƴ ȅƻǳǊ ŎǳǎǘƻƳŜǊΩǎ ǎƘƻŜǎΦ 

 ¸ƻǳ ƭƛǎǘŜƴ ŀƴŘ ǘƘƛƴƪ ŦǊƻƳ ǘƘŜ ƻǘƘŜǊ ǇŜǊǎƻƴΩǎ 

Ǉƻƛƴǘ ƻŦ ǾƛŜǿΣ ŀƭƭƻǿƛƴƎ ǘƘŜƛǊ ƳŜǎǎŀƎŜ ǘƻ ōŜŎƻƳŜ 
ƳǳŎƘ ŎƭŜŀǊŜǊΦ 

 ¸ƻǳΩǊŜ ǿŀǊȅ ƻŦ ŜƳǇŀǘƘȅ ŦŀǝƎǳŜ ŀƴŘ ŀōƭŜ ǘƻ ǊŜǎŜǘ 

ȅƻǳǊǎŜƭŦΦ 
 

DǊŜŀǘ [ƛǎǘŜƴƛƴƎΥ  

 ¸ƻǳ ƎƛǾŜ ǘƘŜƳ ŬŜǊŎŜ ŀǧŜƴǝƻƴΦ 

 ¸ƻǳ ŀǎƪ ŀ ǉǳŜǎǝƻƴ ŀƴŘ ǘƘŜƴ ƳƻǊŜ ǉǳŜǎǝƻƴǎΦ 

 ¸ƻǳ ŘƻƴΩǘ ŘŜŦŜƴŘ ǉǳŜǎǝƻƴǎ ŀƴŘ ƛƴǎǘŜŀŘ ŜȄǇƭƻǊŜ 

ƴŜǿ ƻƴŜǎΦ 

 ¸ƻǳ ōƻǳƴŎŜ ǉǳŜǎǝƻƴǎ ōŀŎƪΦ 

 ¸ƻǳ ŬƎƘǘ ǘƘŜ ǳǊƎŜ ǘƻ ǊŜǇƭȅ ōŜŦƻǊŜ ȅƻǳ ŬƴƛǎƘ 

ƭƛǎǘŜƴƛƴƎΦ 
 
9ǾŜǊȅ ŜƳǇƭƻȅŜŜ ǎƘƻǳƭŘ ǇƻǎǎŜǎǎ ǘƘŜǎŜ ŦƻǳǊ ǘǊŀƛǘǎΣ ŀƴŘ 
ȅƻǳ ǎƘƻǳƭŘ ōŜ ǿƛƭƭƛƴƎ ǘƻ ǘǊŀƛƴ ȅƻǳǊ ǘŜŀƳ ǘƻ ŘŜƭƛǾŜǊ ƻƴ 
ǘƘŜǎŜ ǘǊŀƛǘǎΦ ²ƘŜƴ ȅƻǳ ǎǳŎŎŜǎǎŦǳƭƭȅ ōǊƛƴƎ ǘƘŜǎŜ ŦƻǳǊ 
ŜƭŜƳŜƴǘǎ ǘƻƎŜǘƘŜǊΣ ȅƻǳ ŀǊŜ ǎŜǘ ǳǇ ŦƻǊ ǎǳŎŎŜǎǎ ŀƴŘ ƘŀǾŜ 
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       Top 4 Security Certifications 
You Should Have In 2021  
 
GIAC Security Essentials (GSEC)  
Ideal for those who may not have an 
extensive background in IT security 
and networking but who work in an 
IT security (or similar) role and want 
a baseline certification. No 
prerequisites. Learn more at  
GIAC.org/certification/security -
essentials-gsec. 

 
ISACA) Certified Information 
Security Manager (CISM)  
Less technical and more managerial. 
Ideal for those in IT and risk 
management roles that are not strictly 
technical. Prerequisites for 
certification include five years 
experience in information security 
(including three years as an 
information security manager). Learn 
more at ISACA.org/credentialing/

cism. 

 
(ISC)İ Certified Information 
Systems Security Professional 
(CISSP) 
A high -level certification aimed at 
those with an extensive and 
knowledgeable IT security 
background.  This certification is in 

very high demand by companies 
around the world. Prerequisites 
include five years experience in a 
position related to CISSP (or one year 
of experience plus a four-year 
degree). Learn more at ISC2.org/

certifications/cissp.  
 
(ISC)İ Certified Cloud Security 
Professional (CCSP) 
Ideal for those experienced in IT 
security with an emphasis on cloud -
based solutions. Prerequisites for 
certification include a minimum of 
five years of full -time IT experience 
(with three years in information 
security). Learn more at ISC2.org/
certifications/ccsp .  
Infosec, Dec. 22, 2020 
 
     The Scientific Reason Your 
Employees Value Opinions Over 
Facts 
 
The research is clear: people have a 
habit of putting more value on 
opinion rather than fact. Itõs because 
itõs easy! This is discussed in Daniel 
Kahnemanõs best-selling book, 
Thinking, Fast And Slow, and in 
numerous research papers. Accepting 
opinions requires less thinking than 
evaluating facts.  

Data-driven companies need to take 
this into account when it comes to 
their teams. According to Kahneman, 
some people are òtype 1ó thinkers or 
fast thinkers, and opinions mean 
more to them. Others are òtype 2ó or 
slow thinkers ð they take their time 
and evaluate what they hear.  
 
Michael Schrage, research fellow at 
MIT Sloan Schoolõs Center for Digital 
Business, says you canõt just switch 
between the two types of thinking 
automatically. Itõs more fundamental 
ð you have to change peopleõs 
mindsets over time. His suggestion is 
to incentivize analytical, fact -based 
thinking and recognize employees 
who take this approach. Inc., Oct. 29, 
2015 
 
     3 Simple Yet Effective Ways To 
Boost Employee Morale  
 
1. Focus On Mental Health.  Whether 
itõs your own mental health or the 
mental health of anyone on your 
team, make sure everyone has the 
time and space they need to take a 
break and refocus their energy. Make 
sure anxiety and stress are recognized 
and addressed in a positive way.  
 
2. Be With Your Team. Simply being 
present and available for everyone on 
your team goes a long way. Have 
regular one-on-one chats just to see 
how things are going and to ask if 
they need anything. When they do 
need something, do what you can to 
help (and be sure to follow up).  
 
3. Recognize Your Employees. 
Recognize their work and reward 
them. Everyone should be aware of 
the effort individuals and teams put 
into their work. At the same time, 
make sure they have ownership over 
their work and give credit where 
credit is due. Inc., Nov. 4, 2020 
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