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The Power 
of Updating 

 

 

You may not realize it but 
cyber attackers are constantly 
looking for and finding new 
vulnerabilities and weaknesses 
in the software people use 
every day. This software may 
run your laptop, could be the 
mobile apps you use on your 
smartphone, or perhaps even 
the software in your baby 
monitor or other devices in your 
home. Bad guys take advantage 
of these software weaknesses, 
allowing them to remotely 
break into devices around the 
world. At the same time, the 
software and device vendors are 
constantly developing fixes for 
these weaknesses and pushing 
fixes out as software updates. 
One of the best ways you can 
protect yourself is to ensure the 
technologies you use all have 
the latest updates, making it 
much harder for cyber attackers 
to break into them. 
How Updating Works 
When a software vulnerability is 
discovered, a software update 

(also known as a patch) is 
developed and released by the 
vendor. Most software programs 
and devices nowadays have 
a mechanism to connect over 
the Internet to a vendor’s 
server to obtain the software 
update. This update, nothing 
more than a small program, 
typically installs itself and fixes 
the vulnerability. Examples of 
software you need to update are 
the operating systems that run 
your laptop (such as Microsoft 
Windows or OSX) or run your 
smartphone (such as Android 
or iOS). Additionally, but often 
overlooked, you need to update 
the programs that run on your 
devices, such as your laptop’s 
web browser, word processor, 
messaging software or your 
phone’s mobile apps (especially 
social media apps). 

This is why, whenever you 
purchase a new computer 
program or a new mobile 
app, check first to be sure the 
software vendor is actively 
updating the program or device. 
The longer software goes 
without any updates, the more 
likely it has vulnerabilities that 
cyber criminals can exploit. This 
is why many vendors, such as 
Microsoft, automatically release 
new patches at least every 
single month. 

Finally, if you are no longer using 
a certain computer program, 
software or mobile app, remove 
it from your system. The less 
software you have to update, the 
more secure you are. 
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Marco’s Corner 
 

All of us can so easily be scammed, as I 
learned the hard way with an experience I 
had several months back. Even if you have 
the very best of intentions or you think you 
know all the “tricks”, you always have to 
have the upmost caution when doing a 
financial transaction over the Internet, 
even if you believe you are using a 
legitimate site, such as PayPal.  Here are 
some important tips to remember.  If a 
money transaction is from something you 
are intending to purchase and seems too 
good to be true, it usually is.  If you receive 
an email from what you think is from a 
legitimate seller/ financial company, and it 
has misspellings and/or it contains “bad” 
English, buyers beware.  Note: You never 
ever pay money to get money, period.  If 
you are at all suspicious of a transaction, 
call the financial company involved to have 
it verified. Never click on a link sent from 
the seller and please, just type in the link 
manually in your browser.  Also, no one 
should ever pressure you to complete a 
transaction.  The more pressure, the more 
likely they are scamming you, no matter 
what the circumstances. We all, at times, 
make transactional decisions based on 
emotion, and not common sense.  It’s like 
going to a car lot and wanting to purchase 
a car that you GOT TO HAVE.  Stupid 
decisions are made if it is based on 
emotion and not financial sense.  We have 
all been there. For information on this or 
other security matters, contact us at 775-
850-7700.  www.biz-net.com 

  
  

  

THE 

Tech chronicle 
July 2020 
 

http://www.biz-net.com/
http://www.biz-net.com/


The Tech Chronicle Page 2 
 

 

Updating 
There are two general ways of 
updating a system: 
Automatic - 
Whenever a device, operating 
system, program, or mobile app 
detects that a new update has 
been released by the vendor, 
it automatically downloads 
and installs the update. The 
advantage of automatic 
updates is that you don’t have 
to do anything. The software 
ensures that the technologies 
you are using are current. The 
disadvantage of automatic 
updates is the updated program 
could cause a problem resulting 
in the loss of functionality or 
data. This is rare for personal 
devices, but can happen for 
more complex environments, 
like large corporations. 

Manual - 
When an update for a device, 
operating system, program, 
or mobile app is available, you 
must manually download and 
install the update. This gives 
you more control over what 
and when updates are installed. 
Larger organizations (such as 
hospitals or utilities) typically 
like manual updates because it 
allows them to test the changes 
first to detect and address any 
issues caused by the update. 
The disadvantage of manual 
updates is that it may take 
you much longer to update the 
system, or you may even forget 
to install the update. 
Conclusion 
For individuals, families, and 
small businesses, we highly 
recommend you enable and use 
automatic updating on all of 

 
your devices. This ensures that 
all of the technologies you are 
using, from your smartphone 
and laptop to your baby monitor 
and door locks, all have the 
latest software. Up-to-date 
devices and software make it 
that much harder for any bad 
guys to attack them. Enabling 
automatic updates is one of the 
simplest and most effective ways 
to protect yourself and securely 
make the most of today’s 
technology. 

 
 

 
 

Update Windows 10 Immediately If You 
Haven’t Updated Since March 
When was the last time you 
applied a Windows 10 security 
patch? 

If you haven’t patched since 
March 10th, it would be an 
excellent idea to do so as 
quickly as possible.  Recently, 
the Department of Homeland 
Security’s Cybersecurity and 
Infrastructure Security Agency 
issued a dire warning concerning 
a newly discovered security flaw. 

The flaw is known as SMBGhost 
or its more colorful name, 
“Eternal Darkness”. It was 
discovered by security analysts 
and a crude proof of concept 
created by a researcher who 
goes by the online alias of 
‘Chompie.’ 

Although the proof of concept 
was pieced together quickly and 
is not well optimized, it works 

and allows for fairly consistent 
remote code execution. That 
is a fancy way of saying that 
hackers can use the exploit to 
compromise machines connected 
to the internet without being in 
close physical proximity. 

As Chompie reports: 

“This has not been tested 
outside of my lab environment. 
It was written quickly and needs 
some work to be more reliable. 
Using this for any purpose 
other than self-education is 
an extremely bad idea. Your 
computer will burst in flames. 
Puppies will die.” 

Although the flaw isn’t quite 
that bad, it poses some serious 
concerns for IT Security 
Professionals. The good news 
is that although Windows 10 
builds 1903 and 1909 are both 

vulnerable, older and newer 
versions of Windows 10 are not. 
So if you’re running either of the 
above, patch now to avoid the 
possibility of seeing your system 
compromised. 

According to the DHS warning: 

“Malicious cyber actors are 
targeting unpatched systems 
with the new PoC according to 
recent open-source reports. 
CISA strongly recommends using 
a firewall to block SMB ports 
from the internet and to apply 
patches to critical- and high- 
severity vulnerabilities as soon 
as possible.” 
Make sure this one’s high on 
your list of priorities. 
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Phish Catcher: 
Fearware 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Scammers have long used fear tactics to encourage targets to click on malicious links or divulge sensitive data. 
Unfortunately, these techniques become especially effective during times of uncertainty. Natural disasters, pandemics, and 
other extreme events create fruitful scenarios that can be used to manipulate the vulnerability of people. Below is an example 
of a fearware phishing email. 

 
The subject line of this email is vague 
and almost incoherant. 

There is a call to action in the first 
sentence, and it refers to “this virus.” 
Which virus? Don’t you think the World 
Health Organization would be a little 
more specific? In addition to that, the 
second sentence is missing a period. 

When you mouse over the button link, 
it shows a URL that is close to the 
World Health Organization’s URL. If 
you weren’t paying close attention, you 
might have been fooled. 

Someone didn’t proofread this email 
before sending it off. This last sentence 
is filled with mistakes. 
The image of the WHO logo is also 
clickable; it is likely another malware 
link. Avoid clicking on links or 
documents in suspicious emails. 

1 

2 

3 

4 

5 

 
 
 
 

SAFETY VIRUS AWARENESS WHO 
FROM: World Health Organization 
TO: karen.b@company.com 

Dear Sir or Madam, 

Go through the attached document on safety measures regarding 
the spreading of this virus. Click the button below to download 

 
 

Symptoms common symptoms include fever,couchcshortness of 
breath and breathing difficulties. 

The World Health Organization 
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Issued to: Troy Smith 
Acme 
Corporation 200-

 

Crystal, did you get my email from earlier? I am about to join a meeting 
and need this taken care of ASAP. Please process a wire of $12,550 USD 
to the attached wiring instructions. Let me know when the transfer is 
complete. 

Thanks, 

Jane 

  Protecting Your Business With Care For Your IT Services 

Whale & Spear 
Phishing 

 
 

The economy of cybercrime is built on access. Whether that be access to financial accounts, trade secrets, or personally 
identifiable information, those with the keys hold the most power, and therefore, are the most valuable targets. It makes sense 
that cybercriminals would go after those with the highest access. It also makes sense that those at the top seem insulated, 
but nothing could be farther from the truth. Whale and spear phishing campaigns are a lot more sophisticated than standard, 
run-of-the-mill phishing attacks, and are designed with upper management and executives in mind! Everyone is a target and 
everyone benefits from learning as much as they can to improve their awareness. 

 
 

Whale Phishing In Action 
As the name suggests, whale phishing is a social 
engineering attack that targets senior executives and 
high-profile individuals. Let’s take a look an example of 
this, based on a real-life attack from a few years ago: 

Spear Phishing in Action 
Spear phishing targets specific individuals or companies. 
One of the most common examples is BEC, or business 
email compromise. BEC attacks come in many different 
shapes and sizes. Here’s one example: 

 
 

    
 

 
 

 
 
 
 

This whale phishing attack targeted thousands of senior 
executives. How could they determine that it was a scam? 

For starters, government entities rarely, if ever, send 
official documentation like this through email. They also 
use “.gov” in email addresses instead of “.com”. 

And there’s also the matter of three classic signs of 
phishing: threatening language, a sense of urgency, and 
a call to action (clicking the link). 

What’s Crystal supposed to do in this situation? Her boss 
is asking her to take care of something important ASAP. 
She might not want to bother Jane if she’s in a meeting. 
And the email itself doesn’t look threatening. It comes 
from her boss, it uses clear language, and it addresses 
Crystal by name. What would YOU do? 

The answer is call Jane. Even if there’s a small chance that 
this is a legit email, you’d be much better off interrupting 
a meeting, or putting off the wire transfer until Jane is 
available, rather than complying with the request. 

As always, treat all requests for personal information or 
financial transfers with a heavy dose of skepticism. And 
report all phishing emails ASAP! If you’re not sure how, 
please ask. 

jane.ceo@acmecorp.com 
crystal.cfo@acmecorp.com 
Urgent 

From: 
To: 
Subject: 

United States District Court (subpoena@uscourts.com) 
Troy Smith 
Subpoena in case #24-554-BDR 

From: 
To: 
Subject: 

SUBPOENA IN CIVIL CASE: Case Number: 24-554-BDR 
United States District Court 

 
YOU ARE HEREBY COMMANDED to appear and testify before the 
Grand Jury. 
 
Please download the entire document on this matter and print for your 
record via the below link. Failure to do so will result in a contempt of 
court citation. 
 
Click here to fill out document. 
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