Tech chronicle
THE

July 2019

Old Drivers Could Cause WiFi Issues
After Windows 10 Update
Does your computer contain a Qualcomm wireless network
adapter? If so, be aware that Microsoft is warning you that
your system may suffer a sporadic loss of Wi-Fi connectivity
after installing the Windows 10 update.
The update was released in May 2019, stemming from an
issue with out-of-date network drivers.
If you haven’t yet installed the May 2019 update and you want to, you’ll need to jump through
an extra hoop by going to device’s manufacturer and downloading the latest Wi-Fi driver. Note
that you will not be able to install the May 2019 Windows 10 update without taking this step.
According to the official Microsoft bulletin on the matter: “To safeguard your upgrade
experience, we have applied a hold on devices with this Qualcomm driver from being offered
Windows 10, 1903, until the updated driver is installed.”
Here’s another thing to bear in mind about the May 2019 Windows 10 update. Once it is
installed, you will start seeing alerts in the form of pop-up boxes any time you connect to
Wi-Fi networks that are secured with TKIP (Temporal Key Integrity Protocol) or WEP (Wired
Equivalent Privacy). These are older protocols with several known, serious security flaws.
According to Microsoft, “In a future release, any connection to a Wi-Fi network using these old
ciphers will be disallowed. Wi-Fi routers should be updated to use AES ciphers, available with
WPA2 or WPA3.”
In other words, the end is nigh for any technology that uses TKIP or WEP protocols for Wi-Fi
connections. If that’s what you’ve got, it’s time to upgrade your equipment.
Overall, most technology experts regard this as a good move. Sure, it comes across as a bit
heavy handed, but as past experience has shown, if Microsoft didn’t take a rather aggressive
step like this, nothing would change. Kudos to Microsoft!
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The Dark Web

Random Fun Facts

You may have heard the term “Dark Web” used by others or in
the media and wondered “what is the Dark Web?” or “should I
be doing anything about it?”. Today we explain what the Dark
Web is and what it means to you.

What Is It?
The Dark Web consists of systems on the Internet designed
for communicating or sharing information securely
and anonymously. There is no single “Dark Web”; it is
not something like Facebook where it’s run by a single
organization. Instead, the Dark Web is collections of different
systems and networks managed by different people used for a
variety of purposes. These systems are still connected to and
are part of the Internet; however, you will generally not find
them using your normal search engines.
You often also need special software on your computer to find
or access them. One example is the Tor Project. To access
this Dark Web, you download and install the Tor Browser.
When you connect to web servers using the Tor Browser,
your encrypted traffic travels through other computers also
using Tor. As it hops through these computers, the source IP
address is changing— meaning that when you get to the web
site, your online activity is anonymized. Other examples of
Dark Webs include Zeronet, Freenet, and I2P.

Who Uses It?
Cyber criminals are big users of the Dark Web. They maintain
websites and forums in the Dark Web to enable their criminal
activities such as purchasing drugs or selling gigabytes of
hacked data—all anonymously and securely. For example,
when a cyber criminal hacks a bank or an online shopping
store, they steal as much information as they can, then sell
that information to other cyber criminals on sites in the Dark
Web.
There are also legitimate uses of the Dark Web. For example,
people in countries where censorship is rampant can use
Dark Web networks to share information and see what else
is happening in the world while protecting their privacy and
remaining anonymous. Journalists, whistleblowers, and
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The Dark Web (Continued)

privacy-minded people can use the Dark Web to increase
their anonymity and bypass censorship. In addition,
individuals like these can use technologies like the Tor
Browser not only to access the Dark Web, but anonymously
browse the regular Internet.

What Should I Do?
Unless you have a specific reason to access the Dark Web,
we caution you against it. Some Dark Web sites are used for
illegal purposes; many of the sites will use your computer in
a peer network to accomplish their goals, and in some cases
your computer may even be probed or attacked.

criminals. As a result, you should:

The best way to protect yourself is to assume some of your
information is already in the Dark Web being used by cyber

• Be suspicious of any phone calls or emails pretending to be an official organization and
pressuring you into taking an action, such as paying a fine. Criminals may even use
information they found about you to create a personalized attack.
• Monitor your credit card and bank statements; perhaps even set up daily alerts on any
transactions that happen. This way you can detect if any financial fraud is happening. If you
do detect it, report it to your credit card company or bank right away.
• Put a freeze on your credit score. It does not impact how you can use your credit card and
is one of the most effective steps you can take to protect yourself from identity theft.

Protecting Your Business With Care For Your IT Services

SPOOFED SITES
Phishing websites also referred to as spoofed sites, are a tactic cybercriminals
use in order to extract information from unsuspecting victims.

Spoofed sites often resemble legitimate sites, and it is only by looking out for these key identiﬁers that you
will avoid being scammed.
Subdomain Top level domain (TLD)
To identify a spoofed site, start by checking the URL:
• Is the structure legitimate?
https://mail.google.com/gmail

• Is the domain spelled correctly?
• Are there strange characters or numbers?

Protocol

Domain

Path

It is also important to be aware of how the spoofed sites may reach you. Here are some ways
criminals try to get you to fall for their scams:
Phishing mail

Phishing advert

Social media links

Accessing a fake login page

Ensure that you do not fall victim to a spoofed site scam:
•
•
•
•

Do not click on links directly, rather type in the URL yourself.
If you feel a link is suspicious, rather copy and paste it into another tab to check it.
Right click to view links before clicking on them directly.
Do not let curiosity get the better of you if you were not expecting it do not click, and if it seems too good
to be true it probably is.
• Keep your browser version up to date.
By being aware of the threats we face online you are already applying the best mitigation tactic of all. Once
you start to become aware of the malicious online activities taking place, you’re immediately working much
safer.

