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During this holiday season, we send best 
wishes to all, whether they are celebrating 
according to their religion, family customs, 
or just for the magical fun of Santa and gift 
giving.  Though the majority of families 
celebrate Christmas, we wish joy, love, 
and peace to all.   

However you observe the holidays, they 
bring joyful times.  As greetings ring out 
through every loving heart and 
decorations bring color to every corner, a 
warm feeling of family and friendship 
surround us.  The spirit of the holidays also 
reflects our dedication to helping those in 
need, to giving hope to those in despair, 
and to spreading peace and 
understanding throughout the world.   

We are reminded of our appreciation for 
others and the relationships we hold so 
dear.  May the spirit of the holidays renew 
our commitment to harmony and working 
together for a future of success.

Holiday traditions.  Things we think of as 
age-old traditions like decorating 
Christmas trees, feasts with family, and 
even giving gifts came much later. 

Christmas trees were actually a 17th-
century German invention. This addition to 
the holidays mimicked the age-old pagan 
practice of decorating greenery in your 
home during the winter months to bring 
cheer. 
Feasts are just a natural part of winter.  
Who wouldn’t want to have a feast when 
they are gathering with family and friends? 
Historians say, the winter is a natural time 
for gathering and feasting since the years’ 
work is finished and the season is too cold 
and short for many activities.  
Gift giving came naturally after 
decorating and gathering for a feast. This 
uplifting tradition began in the Victorian era 
of the 1800’s with small tokens to show 
appreciation and love.  

Christmas is a time when we take 

stock with all that we have and reach 

out to those who have touched our 

lives.  I would personally like to take 

this moment to thank all of our 

clients, for the support and trust you 

have given to us.  We all wish you as 

much success in the coming year as 

you have brought to us.   

Merry Christmas from all us 

at Biz-Net. 

Marco Romero, President of Biz-Net 
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Tis the season...for scam 
Many of us associate the end of the year as a time of thanks and giving. But it’s also a time 
of taking, as scammers and criminals get into the holiday spirit (maliciously, of course). 
Regardless of what holiday you do or don’t celebrate, stay alert this season, both online and 
in real life! 

 

Shopping IRL 
(In Real Life) 

“Only available in stores” is a marketing tactic used 
by retailers to lure shoppers away from their screens. 
While you might not “get hacked” when shopping in 
real life, there are still security risks! This is particularly 
true on Black Friday, when hundreds of thousands of 
people flock to stores to take advantage of deals. 

 

Pickpockets & Thieves 
You should keep a close eye on your 
belongings and never ask a stranger 
to watch your stuff for you. If you have 
personal items in your pockets, such 
as a wallet or cash, place them in your 
front pockets which are more difficult 
to pick. 

Situational Awareness 
Don’t get lost in your phone or tablet, 
and be aware of who might be 
peering over your shoulder. Stay calm 
in crowded areas. Know where all 
the exits are and have a plan going 
in. If you are with a group, set up 
rendezvous points. A little situational 
awareness goes a long way! 

 
 
 
 
 
 
 
 

  Card Skimmers   Public WiFi  
 

If you must get cash from an ATM, inspect the 
machine thoroughly before inserting your card. 
Criminals rig ATMs with cards skimmers to steal 
your information. That’s why it’s best to get cash 
from inside a bank location whenever possible. 
Routinely check your accounts to ensure no 
unauthorized or additional charges have been 
processed. 

Never access sensitive information when on a 
public network, which means no purchasing items 
online when using public WiFi! Cybercriminals 
love to eavesdrop on unsecured connections and 
will happily steal your information. To prevent this, 
use a VPN (virtual private network) which encrypts 
your data. Even then, be sure you are on a secure, 
reputable site and keep the personal information 
you put into the forms to a minimum. 



 
 
 
 

No crowds. No lines. No traffic or busy parking lots. Just you, 
your computer, and a bunch of cybercriminals. The convenience 
of shopping on the internet obviously comes with risks. But savvy 
shoppers know how to identify threats and how to avoid them. 

Online 
Shopping 

 

A SAVVY SHOPPER ALWAYS VERIFIES THE LEGITIMACY OF A WEBSITE. 
Scammers create bogus sites intended to steal information or sell knockoff, inferior products. You can avoid 
this by double-checking the URL and making sure you have a secure connection (https). Look for the green 
padlock! 

 
A SAVVY SHOPPER KNOWS WHEN A DEAL IS TOO GOOD TO BE TRUE. 
An 80-inch TV shouldn’t be priced like an eight-inch tablet. If you find a deal selling something for a price that 
doesn’t make sense, chances are it’s a scam. Be especially suspicious if the phishy deal ends up in your 
inbox (versus finding it while shopping). In other words, think before you click! 

 
A SAVVY SHOPPER GOES INCOGNITO. 
Ever notice how a product you searched for ends up in the advertisements you see on various websites? 
It’s called targeted advertising, which is made possible by cookies. You can eliminate it by shopping with 
your browser in privacy or incognito mode, or use an alternative web browser that doesn’t store or track 
information. 

 
A SAVVY SHOPPER USES STRONG PASSWORDS AND KNOWS THAT LESS IS MORE. 
When setting up online accounts to make purchases, it’s vital that you use a strong, unique password, and 
never give out more information than needed. No online retailer needs your national ID number, for example. 
Only provide the minimum amount of data necessary to complete your transactions! 

Gift Card Scams 
Gift cards are a great way of saying “I don’t know 
what to give you this year, so here’s some money 
to get exactly what you’d like!” Just know there 
are a number of scams to be concerned with 
when purchasing gift cards. Avoid those reseller sites that offer 
cards for less than the original value. While it’s a great way to save 
money, there is no guarantee that you’ll get what you paid for. 
Generally, to circumvent getting scammed or inadvertently giving a 
bogus gift, buy online gift cards from reputable sellers like Amazon, 
Walmart, Best Buy, etc. And if you decide to buy a physical gift 
card, read the fine print. Some cards have a shelf life and usage 
fees, neither of which make for great gifts. 



Holiday Headaches 

 

  Protecting Your Business With Care For Your IT Services 

 
And How To Avoid Being Scammed This Holiday Shopping Season 

 

Safety Checklist (Check It Twice) 

Swipe safely. 
If possible, avoid using debit cards to make purchases. Opt for credit 
cards instead. Most credit card companies offer fraud protection that 
covers any fraudulent charges should your card be lost or stolen. If you 
must get cash from an ATM, choose one that’s physically inside a bank 
and inspect machines thoroughly for card skimmers. 

Joining the crowds? 
Some deals get marketed as “only available in stores” and might draw 
massive crowds as a result. If you join them, use a healthy dose of 
situational awareness. Keep an eye on your things. Know where the 
exits are. And be kind to those around you! 

Shopping from the house? 
Cyber Monday and other holiday-related online deals provide great 
discounts with the convenience of shopping in your pajamas. But 
they’re also convenient for cybercriminals who set up bogus websites 
to steal your info or sell inferior products. Stick to recognizable 
websites, and always verify the URL before entering any personal info 
(look for the green padlock and HTTPS). 

Find a great deal? 
As cliché as this may be, if something looks too good to be true, 
then it’s likely a scam. Reputable sellers won’t offer super expensive 
computers and electronics for pennies on the dollar. Use common 
sense! And avoid giving out personal details in order to secure 

discounts or enter drawings for free prizes. These can sometimes 
be fraudulent attempts to steal info. 

Receive an unsolicited offer? 
Beware of any offers that you receive via email or text 

which come from merchants you don’t recognize or 
just look spammy. The offer could be real. 

Or it could be a phishing attack. Always think 
before you click! 
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