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New Phishing 
Emails Trick Users 
With Convincing 
Security 
Credentials 

 

Unit 42 is a research division of Palo 
Alto Networks. Their researchers 
have discovered a sneaky and 
surprisingly effective phishing 
campaign that appears to have 
been launched in January of this 
year (2020). 

 
When targeted by this attack, a 
user will get an email containing  
a branded document containing 
the name of a legitimate 
cybersecurity provider. 

The name of a known cybersecurity 
provider alone generates a certain 
amount of trust in the reader. 
In addition, the email contains a 
password protected document, 
which naturally is the kind of 
security that a company in the 
security business would utilize. 

Most of the emails contain subject 
lines that indicate the recipient 
is entitled to a refund or a free 
security product upgrade. That 
builds on the trust already 
established and gives the user an 
enticement for opening the enclosed 
file that has been password 
protected “with their security in 
mind.” 

 
Naturally, nothing could be further 
from the truth. If the user unlocks 
the protected file, he or she 
unwittingly enables the macros 
embedded in the file, which will 
then activate and install NetSupport 
Manager. The manager is 
surprisingly a completely legitimate 
remote access control program, but 
used here for nefarious purposes. 

 
As long as it’s running quietly in the 
background, it gives the people who 
sent the email a secret inroad into 
the machine and the network it is 
connected to. 

Not only is the use of a known 
cybersecurity firm name a sneaky 
bit of social engineering, but the 
use of a perfectly legitimate remote 
connection tool is as well. That 
is because no antivirus software 
on the planet would flag the tool, 
which gives the hackers using it in 
this way a completely untraceable 
means of gaining access to a wide 
range of networks. 

 
Be on your guard against this 
threat. It’s insidious, and the folks 
behind it could do a lot of harm to 
your company. 
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Marco’s Corner 

The Corona Virus has upended our lives, 
hitting us like a brick, and not allowing us 
much time to find our footing.  All of a 
sudden, state and Federal governments 
had to figure out a way to keep people 
isolated and safe.  Non-essential 
businesses had to shut their doors 
completely, though they could work from 
home.  Essential businesses could work at 
the office, but were strongly encouraged 
to work remotely, whenever possible.  Biz-
Net needed to turn to proven technologies 
quickly, not only to be able to support their 
clients from a home office, but allow their 
clients to access their workstations and/or 
servers remotely.  Biz-Net provided these 
services to our clients, and also had to 
make sure that any remote access 
provided had to be secure.  Already 
hackers are taking advantage of the 
situation and Coronavirus related 
malicious attacks were starting to be 
detected globally.  The way we did 
business two weeks ago is totally different 
how it is done now, and unfortunately, it 
looks like it is not going to be the way it 
was for a long time to come.  Want more 
information on how to protect your 
business, please call us at 77-850-7700. 

THE 

Tech chronicle 
April 2020 
 

http://www.biz-net.com/
http://www.biz-net.com/


The Tech Chronicle Page 2 
 

Dealing with Data Breaches at Work 
Here at work, take every precaution to ensure that our customers, clients, 
business associates, and fellow employees never have to use the above cheat 
sheet. Stay alert. Think before you click. And always follow policy. 

 
 

The Compromised Account 
Cheat Sheet 
One of the worst notifications to receive is the one that begins with, “We regret 
to inform you that we’ve suffered a data breach.” Your personal data could now 
be in the hands of cybercriminals. What follows is a quick cheat sheet to help 
you navigate situations involving compromised accounts. 

 

Change your passwords immediately. Data breaches serve as a great reminder 
of why it’s so important to use unique passwords for every account. Duplicate 
passwords give attackers access to other accounts, making the security 
breach in question significantly worse. 

Identify what kind of data was impacted. Most entities will inform customers 
of what type of data may have been compromised. This helps you identify 
where you’re most vulnerable and what you need to do next. 

Alert financial institutions. If the leak includes credit card or bank card data, 
alert your bank so they can update your card and account number. You may 
have to visit a local branch to get a temporary card until the new one arrives. 

Notify credit reporting bureaus. One of the biggest concerns of a data breach 
is suffering identity theft, where criminals use your personal information to 
open accounts in your name. Contact credit bureaus, and consider placing a 
fraud alert or freeze on your credit reports to prevent this from happening. 

Keep a close eye on your accounts. Routinely check bank accounts and credit 
card statements for unauthorized charges. 

Take advantage of credit monitoring services. Most breached organizations 
will offer free credit monitoring services to impacted customers. Take 
advantage of it, and stay alert for any unusual activity on your credit reports. 
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Tax Season Identity Theft 
The threat of identity theft exists all year long, but increases during tax season when 

scammers ramp up attacks. If successful, criminals can open accounts and file fraudulent 
tax returns in your name, putting you on a long, difficult path to recovery. 

 
 

Avoiding ID theft begins by ensuring that 
your personal information remains private. 
That means sharing less on social media 
and maximizing the security settings 
of social media accounts, staying alert 
for phishing attacks that attempt to bait 
you into clicking on malicious links, and 
using common sense (you know, like not 
broadcasting your national ID number on 
social media). 

During tax season, remember that tax 
collectors won’t call you, email you, or text 
you to ask for a credit card payment for 
overdue taxes. Scammers will do anything 
they can to convince their targets to reveal 
confidential information, including posing 
as government entities, co-workers, friends, 
and family members. 

 
If possible, file your taxes early to get a jump on any 
criminals that might have obtained your personal 
information. To avoid ID theft all year long, consider 
placing a freeze on your credit reports, which will prevent 
anyone from opening accounts in your name. 

 

 
Here at work, help protect the identities of our clients, customers, 
and business associates by following our organization’s policies and 
considering the ramifications of what might happen if personally 
identifiable information ends up in the wrong hands. 



 

 
 
 
 

How to Cause a 
Data Breach 
in 10 Easy Steps! 

  Protecting Your Business With Care For Your IT Services 

 

STEP 1: Make sure to click on every link, and 
download every attachment sent to you via 
email. On mobile, feel free to trust links sent to 
you in random text messages. 

STEP 2: Disable antivirus and other security 
apps on every device, especially your work 
computer. 

STEP 3: Ignore security policies. They’re more 
like suggestions than hard guidelines anyway. 

STEP 4: Plug in that random USB flash drive 
you found. It could have some good information 
on it! 

STEP 5: Feel free to download sensitive 
information to a personal device without 
encryption. 

STEP 6: Don’t bother using a virtual private 
network when accessing public WiFi. 

STEP 7: Trust anyone and everyone who calls 
you on the phone and asks for confidential 
information. 

STEP 8: Install whatever apps you want 
without regard for who developed them. 

STEP 9: Share your privileged access with 
whomever asks for it, and never lock your 
workstation. 

STEP 10: Post a bunch of personally 
identifiable information on social media. 

 

BONUS STEP: Use the same passwords for 
every account. 

 
 

 
 

As you can see, causing a data breach takes little effort. Obviously, we want you to do the opposite of 
the above steps. Your dedication to maintaining data privacy is what makes you a valuable member 
of our organization. If you need more information about your role in preventing data breaches, 
please ask! And remember to report all security incidents immediately. 


	The threat of identity theft exists all year long, but increases during tax season when scammers ramp up attacks. If successful, criminals can open accounts and file fraudulent tax returns in your name, putting you on a long, difficult path to recovery.

